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LAW GOES INTO EFFECT

Child pornographers run, manage to hide

By MAYUMI NEGISHI

Staff writer

. With the removal of a loop-
hole that made Japan the cen-
ter of child pornography for
Internet pedophiles world-
wide, police in Japan now
face the daunting task of find-
ing, identifying and nabbing
offenders. -

Long before the law against
child prostitution and pornog-
raphy went into effect Mon-
day, child pornography Web
sites went ‘“‘underground,”
said Yutaka Iimori, director
of Cyber Angels’ Japan divi-
sion, an Internet watchdog
group. “You won’t find any-
thing by searching for ‘kiddie
porn’ on Yahoo.” -

But that doesn’t mean it's
not out there. ‘

After the passage in April of
legislation banning the sale,
distribution, production, pos-
session and trading of child
pornography, Japanese law
enforcement officers were

soon inundated with informa- -

tion on URLS from police and
activists abroad. - .
The numbers alone are

-daunting.

Cyber Angels claims to
have information on some 300
Japan-based Web sites that
was promptly turned over to
local police officials in Octo-
ber. More images, totaling
about 50, reached limori on
Friday for analysis.

“The situation is serious,”

. said Yuji Fujiyama, an offi-

cial from the Juvenile Divi-
sion of the National Police
Agency. “Some say perpetra-
tors have been frightened into
getting their stuff off the Net
— I don't believe it.”

The numbers have been ris-
ing exponentially in the last
couple of years, he said. Po-
lice are monitoring vastly
more than the 41 child pornog-
raphy Web sites that were re-
ported by foreign organiza-
tions last year, which in turn

. was . a jump from the two to
three sites reported in the

years before that.

Prior to the passage of the
law, pedophiles worldwide
could use Japan as a base for
putting their material on the
Internet with near impunity.

Authorities could only pros-
ecute images that violated
Article 175 of the Criminal
Code, or the so-called obsceni-
ty law which in practice was
apphed to the exphcxt d:splay
of genitals.

This meant it was dxfﬁcult
to prosecute the creator of a
Web site that showed an un-

derage teen exchanging sexu-
al caresses with an adult, but

with genitals hidden by a turn

of the thigh. “Child porn was.

not unchecked,” Fujlyama
said. “But there were many
cases’ when' there: was just
nothing we could do.” ]

Japan offered pedophiles ’
_worldwide “fast, cheap and .
‘efficient access” to the Inter-
net, said Parry Aftab, a law-

yer and executive director' of
Cyber Angels, which is based
in the United States: Cyber

Angels estimates that 40 per- -

cent of all child pomography
Web sites have addr&su in
Japan. :

“Japan often gets blamed
for this, but the truth is, most
are put here by the West, for
Westerners, and most of the
children shown are Cauca-
sian,” Aftab said in an inter-
view with The Japan Times.
Many may only pretend to be

located in Japan-to ‘foil au-

thorities, who often give up
when they see a Japanese
URL, she said. i
Authorities say the new
law, which also makes it ille-
gal to have sex with anyone
age 17 or younger, categoriz-
es child pornography as child

crack down on anyone sus-
pected of using a Japanese In-

ternet provider to publlsh_ )

YUTAKA IIMORI director: of Cyber Angels’ Japan dlvlslon. frowns as he looks at ﬂles en his
laptop computer sent from Internet watchdog organizations abroad MAYUMI NEGISHI PHOTO .

child porn, no matter what
country that person is in. :
Offenders can be punished

with up to three years in pris-.

on, or fines of up to ¥3 mu-
hon

-But police have much‘

ground to cover to be effec-

. tive ‘at tracking down ped-

dlers of kiddie porn on the
Net. =
Perpetrators constantly

" change encryption methods

- and stay on the move, said In-

- terpol official Ralf Mutschke.
Frequently in communication .

with one another, all too often

- catching one means alerting

the others, who ' escape, he

- said.
abuse and allows police to -

This makes cooperatlon
with Internet service provid-
ers essential for police to ob-

tain comprehenswe mforma- :

tion qmckly, but lSPs are
wary. - :
Roger Bonsvert presndent

of Global Online Japan has
been working with the Metro-
politan Police Department
since March to aid attempts
to crack down on computer
fraud and child pornography.
Law enforcement authorities
all too often do not understand
the Internet, he said. :

Not only-are the police be-
hind in expertise, “they don’t
know how to approach us for
help,” he said.

“They come and they say,
tell us who is using this e-mail
address, and where does he

_ live? And we say, ‘Hell no,’” -
-Boisvert said.

-Authorities must give just
cause and demonstrate an ur-
gent need to 1dentlfy a person,

he said, before provnders can
launch. a search to pmpomt
someone.

“We can't Just glve away
personal information like
that,” Boisvert said. “We -
want to cooperate, but they:
make it so difficult.” = - .

Cyber Angels director Iimo-
ri also voiced concerns. “The
Internet is borderless,” he-
said. “But that’s not the way"
police work. They have differ:-
ent jurisdictions, and it's all
very frustrating when time is
so important” (to stop abuse.)

But at least the law makes a
statement: .

“(Pedophiles) are clever —
they will almost always be’
one step ahead of us,” Inter--
pol’s Mutschke said. “But now
we are sending the message:
we will get them in the end.”
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Temporarily Translated Version

Law for Punishing Acts Related to "Child Prostitution and Child
Pornography, and for Protecting Children

Article 1 Objective

The objective of this Law is to protect the rights of children by prescribing punishment for acts related to
* child prostitution and child pomography, and by establishing measures including the giving of
appropriate protection to children who have suffered physically and/or mentally from the said acts, in
light of the fact that sexual exploitation and sexual abuse of children seriously infringe upon the human
rights of children.

Article 2 Definitions

1. For the purpose of this Law, a "child" means a person under the age of 18 years.

2. For the purpose of this Law, "child prostitution" means the acts of performing sexual intercourse, etc.
(i.e., sexual intercourse, an act similar to sexual intercourse, or an act for the purpose of satisfying
one's sexual curiosity, of touching genital organs, etc. ( i.e., genital organs, anus and nipples; the.
same shall apply hereinafter) of a child or of making a child touch one's genital organs, etc.; the same
shall apply hereinafter) with a child in return for giving, or prom1smg to give, a remuneratlon to any
of the persons listed below:

(i)  the child

(ii)  the person who acts as an intermediary in sexual intercourse, etc. with the Chl]d

(iii) the protector of the child (i.e., a person who exercises parental power over the child or who
is the guardian or suchlike and who is taking actual care of the child ; the same shall apply
hereinafter) or a person who has placed the child under his or her supervision

3. For the purpose of this Law, "child pormnography" means photos, videotapes and other visual
materials which:

Q) depict, in a way that can be recognized visually, such a pose of a child relating to sexual
intercourse or an act similar to sexual intercourse with or by the child;

(ii)  depict, in a way that can be recognized visually, such a pose of a child relating to the act of
touching genital organs, etc. of the child or of having the child touch someone else's genital
organs, etc. in order to arouse or stimulate the viewer's sexual desire; or

(iii)  depict, in a way that can be recognized visually, such a pose of a child who is naked totally
or partially in order to arouse or stimulate the viewer's sexual desire.

Atrticle 3 Caution in Applying This Law

In the application of this Law, care should be exercised so as not to infringe upon the rights of the people
without due cause.

Article 4 Child Prostitution

A person who commits child prostitution shall be punished with imprisonment with lab or for not more
than three years or a fine of not more than one million yen.

Article 5 Intermediation of Child Prostitution

1. A person who acts as an intermediary in child prostitution shall be punished with imprisonment with
labor for not more than three years or a fine not exceeding three million yen.

2. A person who, as his or her business, acts as an intermediary in child prostitution shall be punished
with imprisonment with labor for not more than five years and a fine not exceeding five million yen.



Article 6 Solicitation of Child Prostitution

1. A person who solicits another person to commit child prostitution for the purpose of intermediating in
child prostitution shall be punished with imprisonment with labor for not more than three years or a
fine not exceeding three million yen.

2. A person who, as his or her business, solicits another person-to commit child prostitution for the
purpose mentioned in the preceding paragraph shall be punished with 1mpnsonment with labor for -
not more than five years and a fine not exceedmg five million yen. :

Article 7 Distribution, etc. of Child Pomography

1. A person who distributes, sells, lends as a business, or displays in public, child pornography shall be
punished with imprisonment with labor for not more than three years or a fine not exceeding three
million yen.

2. A person who produces, possesses, transports, 1mpons to or exports from Japan child pornography
for the purpose of conducting any of the acts mentioned in the preceding paragraph shall be-punished
with the same penalty as is described in the said paragraph. '

3. A Japanese national who imports to or exports from a foreign country child pornography for the
- purpose of conductrng any of the acts mentioned in paragraph 1 of this article shall be punished with
the same penalty as is described in the said paragraph.

Article 8 ~ Trade, etc. in Children for the Purpose of Child Prostitution, and Suchlike

1. A person who buys or sells a child for the purpose of making the child be a party to sexual intercourse,
etc. in child prostitution, or for the purpose of producing child pornography by depicting any of the
poses provided for in items (i) to (iii) of paragraph 3 of Article 2 shall be punished with imprisonment'
"with labor for not less than one year and not more than ten years.

2. A Japanese national who, for any of the purposes mentioned in the preceding paragraph; transpons a
“child, who has been abducted, kidnapped, sold or bought in a foreign country, out of that country shall
be punished with imprisonment with labor for a limited term of not less than two years.

3. Attempts of the crimes mentioned in the two preceéding paragraphs shall be punished.

Article 9°  Awareness of the Age of the Child

No one who uses a child shall be exempt from the punishments specified in Articles 5 to 8 on the
grounds of not having been aware of the age of the child exceptmg cases where there i is no neglrgence

Amcle 10 Crlmes Commltted by Japanese Natronals Outsrde Japan

"I‘he crimes specrfred in Article 4 t0 6, paragraphs 1 and 2 of Amcle 7,and paragraphs 1 and 3( hmrted
to the part thereof which relatés to paragraph 1) of Article’ 8- shall be dealt w1th accordmg to” the
provision of Article 3 of the Penal Code (Law No. 45 6:1907). - : : :

Article 11 Dual Liability

Where a representative of a legal entity or a proxy, employee or any other servant of a legal entity or of
" a natural person has committed any of the crimes- mentioned in Articles 5 to 7 with regatd to the

business of the legal-entity or natural person,-the legal eritity or natural-person shall, in addition to the
- punishmerit imposed upon the offender; be punished with the fine described in the relevant article. -

Article 12 Consideration Which Should Be Given in the Course of Investigations and Trials

1. Those who are officially involved in investigations or trials concerning the crimes under Atrticle 4 to
8 (referred to as "related officials" in the following paragraph) shall, in performing their official
duties, pay consideration to the rights and characteristics of children, and shall take care not to harm
their reputation or dignity.



2. The State and local public entities shall endeavor to give training and enlightenment to related
officials in order to deepen their understanding of the rights and characteristics of children.

Article 13 Prohibition of Publication of Articles and Suchlike

In respect to a child involved in a case relating to any of the crimes mentioned in Article 4 to 8, such
articles, photographs or broadcast programs as contain his or her name, age, occupation, the name of the
school he or she attends, dwelling, looks, etc. which may identify him or her to be the person involved
in that case shall not be published in newspapers or other publications, or shall not be broadcast.

Article 14  Education, Enlightenment, Research and Study

1. In light of the fact that such acts as child prostltutlon and the distribution of child pornography would
seriously affect the mental and/or physical growth of children, the State and local public entities shall,
to allow.for the prevention of such acts, endeavor to educate and enlighten the public to deepen their
understanding of the rights of children.

2. The State and local public entities shall endeavor to promote researches and studies that can help
prevent such acts as child prostitution and the distribution of child pornography. .

Article 15 Protection of Children Who Have Suffered Mental of Physical Damage

1. With regard to children who have suffered mental and/or physical damage as a result of having been
a party to child-prostitution or having been depicted in child pornography, the relevant administrative
agencies shall, in cooperation with one another, taking into account the mental and physical
conditions of the children as well as the environment in which they have been placed, properly take

. necessary measures for their protection so that they can recover physically and mentally from the
damage they have suffered and grow with dignity. Such measures include consultation, instruction,
temporary guardianship and placement in an institution.

2. The relevant administrative agencies shall, in- the case of taking the measures mentioned in the
preceding paragraph, provide the protector of the child with consultation, instruction or other steps if
such steps are deemed necessary for the protection of the child mentioned in the said paragraph.

Article 16  Improvement of Systems for the Protection of Children Who Have Suffered Mental or
Physical Damage : :

In order to be_able.to properly provide protection-based on professmnal knowledge with. regard to
children who have suffered mental and/or physical damage as a result of having been a party to child
prostitution or having been depicted in child.pornography, the State and local public entities shall
endeavor to promote researches and studies on the protection of such children, improve the qualities of
persons who undertake the protection of such. children, reinforce systems of cooperation and liaison
among relevant agencies in case of the urgent.need of protection of such children, arrange systems of
cooperation and liaison with private organizations which undertake the protection of such children, and
arrange other necessary systems.

Article 17 Promotion of International Cooperation

For the prevention of acts relating to the crimes mentioned in Articles 4 to 8 as well as for proper and
swift investigation of cases relating to such crimes, the State shall endeavor to secure close international
cooperation, .promote international researches and studies, and promote other forms of international
cooperation.
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